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ABSTRACT
In recent years, there are many biometric protected storage devices available in the market, and research has shown more products would be linked to biometrics data in future.  In Singapore, our passport has gone biometric, due to its added security purposes. The reason for the need of biometric protection is because the fingerprint of an individual is unique and it can serve as an important key to an individual. 
This project is to design and develop a secured communication architecture with Biometric Protected Access over the AES128/192/256 encryption algorithm for data transfers over the serial communication bus.  This architecture will serve as a encrypting and decrypting block between a storage device and the host server/terminals, where the key to the encryption/decryption is an individual biometric data, thus giving it better security as only the intended user would have the unique biometric data key (Thumb Print/Palm Print etc) to decrypt the stored data.

The main focus is on the research of AES128/192/256 encryption/decryption algorithm and how to incorporate this algorithm into our design architecture. The report also contain details on how the AES128/192/256 encryption/decryption algorithm is being developed into C++ coding and methods of testing and simulation of the algorithm. A review into Biometric Capturing and USB communication protocol was included in this report. The closing chapter summarize on the main points of the project and also give a reflection of the entire process of the project coursework.
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Chapter 1: Introduction

1.1 Project Objective

The objective of this project is to design and develop a secured communication architecture with Biometric Protected Access over the AES128/192/256 encryption algorithm for data transfers over the serial communication bus. This architecture will serve as a encrypting and decrypting block between a storage device and the host server/terminals, where the key to the encryption/decryption is an individual biometric data, thus giving it better security as only the intended user would have the unique biometric data key (Thumb Print/Palm Print etc) to decrypt the stored data.

This project will include research in a few key areas.  They are Biometrics recognition, AES128/192/256 encryption algorithm and USB communication architecture.  In general, the project will first focus on the study and analysis of Encryption processing with dedicated key generation adaptation to serial communication bus, and thereafter extend to the study to Biometric processing.
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Figure 1.1 Example of biometric protected storage devices
1.2 Overall Objective

In recent years, there are many biometric protected storage devices available in the market, and research has shown more products would be linked to biometrics data in future.  In Singapore, our passport has gone biometric, due to its added security purposes. The reason for the need of biometric protection is because the fingerprint of an individual is unique and it can serve as an important key to an individual.

This key can be used to serve as a password to lock and unlock your data in the process of encryption/decryption.  And for added security, the user need not remember any password, thus eliminating the fear of revealing the password to any unknown person or Trojans software.  Such added feature is the reason why more products have gone with biometric protection.  As such the project which I am working on, utilize this form of added securities and coupled with AES 128/192/256 encryption algorithm, for extra security to encrypt an individual data into a storage device.

The overall objective is to develop an architecture that is capable of encrypting data using the biometric data as the key, and AES 128/192/256 as the encryption algorithm, before storing into a storage device through a USB channel and vice versa.
1.3 Overview of project architecture

There are many products available in the market that utilizes biometric data, and one of them is biometric protected storage device.  The advantage of using biometric data to protect the data is because each biometric signature is essentially unique and impossible to forge and it is better than using a password or key that could be lost or stolen.  The password in this case is the person himself.  Most biometric protected thumb drives comes with the embedded biometric scanner within the Thumb drives itself.  However, if we can separate the storage device with the biometric scanning device and Encryption engine (the architecture), we can basically protected all the data we wanted to store in various different Thumb drive/ storage devices with biometric key.


[image: image4]
Figure 1.2 Block Diagram showing the function of the Architecture

1.4 Advantage of developing such architecture

There are many Biometric protected Thumb drives selling in the market.  The biometric scanner is built within the USB drive itself.  The price is ranging from US$ 39.99 for a 1 GB to US$92.19 for a 2 GB thumb drives with built in biometric protection.  However an ordinary 2 GB thumb drives would cost as little as US$19.  The reason we wanted to develop this architecture is because this architecture can be used with any USB thumb drives and for a 2 GB storage space, we can save as much as US$ 70.  And not forgetting we can interface this biometric scanning architecture with any storage device thus technically we can encrypt as much data as we can depend on the space on the storage device we have instead of just 1GB if we were to buy a 1 GB biometric protected thumb drive.
1.5 Why AES Encryption algorithm was chosen as the encryption engine

Presently, there are many types of encryption algorithm developed to securely encrypt a data with a key.  These are namely DES, TripleDES, RC2, RC4, BlowFish, TwoFish and Rijndael(also know as AES).  However, Advanced Encryption Standard is the most updated algorithm to replace the previous and outdated standard DES.  Rijndael is the most popular symmetric key block cipher used today.  It uses a block size of 128 bits with a variable key length of 128 bits to 256 bits.  While DES and many other ciphers used a Feistel network, Rijndael uses a substitution-permutation network.  This substitution-permutation network allows Rijndael to perform fast in both software and hardware applications.  Rijndael is simple to implement and uses very little system memory.
Rijndael is used for both classified and non-classified government information today and is seen as being practically crack-proof.  While the algorithm is seen as being theoretically able to be cracked, it is not a realistic threat with today's level of technology.  Brute force attacks against Rijndael have proven ineffective to date.  Side channel attacks, which work to attack the implementations of the cipher rather than the cipher itself, have proven that a crack of Rijndael is possible but not a practical concern unless the crack is running on the same server as the encryption is happening on.
Thus, it is most appropriate to adopt AES encryption algorithm as the encryption engine in the secured architecture. Although biometric key is essential and secured as it cannot be duplicated or memorized, the AES encryption engine will further enhanced the security of the data transferred over the channel by providing strong encryption.  A detail study into the AES complex mathematical algorithm and development of the algorithm into programming codes for implementation is the main essence in this Project.
1.6 Layout of Thesis
The Study of this project can be divided into 3 milestones.  The bulk of the research will be on the AES algorithm and to develop an encryption engine in one of the programming language and test it for the system for the Biometric data and recognition portion.  The second milestone would be a literature review on how the Biometric readers capture data and how it will be generated into the key for encryption engine.  The last milestone would be literature review on USB communication and its layers of protocols to conceptualize how to incorporate it into the proposed architecture. 
· Chapter 2 focus on the AES encryption and decryption algorithm, including the mathematical analysis, implementation of the algorithm in C++ language, Testing and Simulation of the program code.
· Chapter 3 focus on the review of Biometric capturing and the general principle behind the mechanism.

· Chapter 4 focus on the review of USB communication and the layers of protocols.

· Chapter 5 give a conclusion to this report, summarizing some of the main points, reflection of skills learnt, and also touch on future work. A gantt chart was included to highlight the project management timeline.

Chapter 2: AES Encryption/Decryption Algorithm
2.1 AES Encryption Standard
In cryptography, the Advanced Encryption Standard (AES)[1] is an encryption standard adopted by the U.S. government.  The standard comprises three block ciphers, AES-128, AES-192 and AES-256, adopted from a larger collection originally published as Rijndael. Each AES cipher has a 128-bit block size, with key sizes of 128, 192 and 256 bits, respectively.
AES is based on a design principle known as a Substitution permutation network AES has a fixed block size of 128 bits and a key size of 128, 192, or 256 bits, whereas Rijndael can be specified with block and key sizes in any multiple of 32 bits, with a minimum of 128 bits and a maximum of 256 bits.
The AES cipher is specified as a number of repetitions of transformation rounds that convert the input plain-text into the final output of cipher-text.  Each round consists of several processing steps, including one that depends on the encryption key.  A set of reverse rounds are applied to transform cipher-text back into the original plain-text using the same encryption key.

2.2 Mathematical Analysis of AES Encryption algorithm

The input and output for the AES algorithm each consist of 128 bits (binary 1 or 0).  These sequences will sometimes be referred to as blocks, and the number of bits referred to as their length.  The Cipher key for the AES algorithm is a sequence of 128, 192 or 256 bits.  Do note that other input, output and Cipher Key lengths are not permitted by this standard, thus the output from the Biometric scanner must match the Cipher Key length in order for the AES algorithm to function. 

For the AES algorithm[2], the length of the input block, the output block and the State is 128 bits.   This is represented by Nb = 4, which reflects the number of 32-bit words (number of columns) in the State.  The length of the Cipher Key, K, is 128, 192, or 256 bits.  The key length is represented by Nk = 4, 6, or 8, which reflects the number of 32-bit words (number of columns) in the Cipher Key.  The number of rounds to be performed during the execution of the algorithm is dependent on the key size.  The number of rounds is represented by Nr, where Nr = 10 when Nk = 4(AES-128), Nr = 12 when Nk = 6(AES-192), and Nr = 14 when Nk = 8(AES-256).

For both its Cipher and Inverse Cipher, the AES algorithm uses a round function that is composed of four different byte-oriented transformations: 
1) Byte substitution using a substitution table (S-box)

The SubBytes() transformation is a non-linear byte substitution that operates independently on each byte of the State using a substitution table (S-box).  In the SubBytes step, each byte in the array is updated using an 8-bit substitution box, the Rijndael S-box.  This operation provides the non-linearity in the cipher.  The S-box used is derived from the multiplicative inverse over GF(28), known to have good non-linearity properties.  To avoid attacks based on simple algebraic properties, the S-box is constructed by combining the inverse function with an invertible affine transformation.  The S-box is also chosen to avoid any fixed points (and so is a derangement), and also any opposite fixed points.
1. Take the multiplicative inverse in the finite field GF(28), the element {00} is mapped to itself.
2. Apply the following affine transformation (over GF(2) ):
b’i = bi    b( i+4) mod 8 b(i +5) mod 8 b( i+6) mod8  b(i +7) mod 8 ci


for 0 ≤ i < 8 , where bi is the ith bit of the byte, and ci is the ith bit of a byte c with the value {63} or {01100011}. In matrix form, the affine transformation element of the S-box can be expressed as:
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[image: image6]Figure 2.1 Byte manipulation in Sub Byte function
For example, if s1,1 ={53},then the substitution value would be determined by the intersection of the row with index ‘5’ and the column with index ‘3’ in the Sbox Table below.  This would result in s’1,1 having a value of {ed}.
	
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	a
	b
	c
	d
	e
	f

	0
	63
	7c
	77
	7b
	f2
	6b
	6f
	c5
	30
	01
	67
	2b
	fe
	d7
	ab
	76

	1
	ca
	82
	c9
	7d
	fa
	59
	47
	f0
	ad
	d4
	a2
	af
	9c
	a4
	72
	c0

	2
	b7
	fd
	93
	26
	36
	3f
	f7
	cc
	34
	a5
	e5
	f1
	71
	d8
	31
	15

	3
	04
	c7
	23
	c3
	18
	96
	05
	9a
	07
	12
	80
	e2
	eb
	27
	b2
	75

	4
	09
	83
	2c
	1a
	1b
	6e
	5a
	a0
	52
	3b
	d6
	b3
	29
	e3
	2f
	84

	5
	53
	d1
	00
	ed
	20
	fc
	b1
	5b
	6a
	cb
	be
	39
	4a
	4c
	58
	cf

	6
	d0
	ef
	aa
	fb
	43
	4d
	33
	85
	45
	f9
	02
	7f
	50
	3c
	9f
	a8

	7
	51
	a3
	40
	8f
	92
	9d
	38
	f5
	bc
	b6
	da
	21
	10
	ff
	f3
	d2

	8
	cd
	0c
	13
	ec
	5f
	97
	44
	17
	c4
	a7
	7e
	3d
	64
	5d
	19
	73

	9
	60
	81
	4f
	dc
	22
	2a
	90
	88
	46
	ee
	b8
	14
	de
	5e
	0b
	db

	a
	e0
	32
	3a
	0a
	49
	06
	24
	5c
	c2
	d3
	ac
	62
	91
	95
	e4
	79

	b
	e7
	c8
	37
	6d
	8d
	d5
	4e
	a9
	6c
	56
	f4
	ea
	65
	7a
	ae
	08

	c
	ba
	78
	25
	2e
	1c
	a6
	b4
	c6
	e8
	dd
	74
	1f
	4b
	bd
	8b
	8a

	d
	70
	3e
	b5
	66
	48
	03
	f6
	0e
	61
	35
	57
	b9
	86
	c1
	1d
	9e

	e
	e1
	f8
	98
	11
	69
	d9
	8e
	94
	9b
	1e
	87
	e9
	ce
	55
	28
	df

	f
	8c
	a1
	89
	0d
	bf
	e6
	42
	68
	41
	99
	2d
	0f
	b0
	54
	bb
	16


Figure 2.2 S Box table reference for Sub Byte function
2) Shifting rows of the State array by different offsets.

In the ShiftRows() transformation, the bytes in the last three rows of the State are cyclically shifted over different numbers of bytes (offsets).  The first row, r = 0, is not shifted.  This has the effect of moving bytes to “lower” positions in the row (i.e., lower values of c in a given row), while the “lowest” bytes wrap around into the “top” of the row (i.e., higher values of c in a given row).  As illustrated in Fig 2.3, the first row of bytes has no change, whereas there is a shift of 1 byte to the left on the second row.  The 3rd row exhibits a left shift of 2 bytes and for the 4th row, there is a left shift of 3 bytes.

[image: image7]
Figure 2.3 Byte manipulation in ShiftRows function
3) Mixing the data within each column of the State array

The MixColumns() transformation operates on the State column-by-column, treating each column as a four-term polynomial.  The columns are considered as polynomials over GF(28) and multiplied modulo x4 + 1 with a fixed polynomial a(x), given by 

a(x) = {03}x3 + {01}x2 + {01}x + {02}





(2.2)
This can be written as a matrix multiplication. Let s(x) a(x)s(x) :


[image: image8.wmf]ú

ú

ú

ú

û

ù

ê

ê

ê

ê

ë

é

ú

ú

ú

ú

û

ù

ê

ê

ê

ê

ë

é

=

ú

ú

ú

ú

ú

û

ù

ê

ê

ê

ê

ê

ë

é

c

c

c

c

c

c

c

c

s

s

s

s

s

s

s

s

,

3

,

2

,

1

,

0

'

,

3

'

,

2

'

,

1

'

,

0

02

01

01

03

03

02

01

01

01

03

02

01

01

01

03

02

           for 0 ≤ c < Nb



(2.3)
Thus the result of the 4 bytes in a column are replaced by the following:
s’0,c= ({02} s0,c)  ({03} s1,c)  s2,cs3,c
s’1,cs0,c({02} s1,c)  ({03} s2,c)  s3,c
s’2,cs0,c   s1,c({02} s2,c) ({03} s3,c)

s’3,c({03} s0,c)  s1,cs2,c ({02} s3,c)

[image: image9]Figure 2.4 Byte manipulation in MixColumns function
The following is an example of MixColumns:
	87
	F2
	4D
	97
	
	47
	40
	A3
	4C

	6E
	4C
	90
	EC
	=>
	37
	D4
	70
	9F

	46
	E7
	4A
	C3
	
	94
	E4
	3A
	42

	A6
	8C
	D8
	95
	
	ED
	A5
	A6
	BC


1st column of the result is obtained by:

{02){87}+{03}{6E}+{46}+{A6}={47}

{87}+{02}{6E}+{03}{46}+{A6}={37}

{87}+{6E}+{02}{46}+{03}{A6}={94}

{03}{87}+{6E}+{46}+{02}{A6}={ED}

For the 1st equation, we have {02}{87}=(0000 0010)(1000 0111) =
x(x7 + x2 + x + 1) = (x8 + x3 + x2 + x)mod(x8 + x4 + x3 + x + 1) = x4 + x2 + 1 =
(0001 0101) = {15}

{03}{6E}= (0000 0011)(0110 1110) = (x +1)(x6 + x5 + x3 + x2 + x) = x7 + x5 + x4 + x =
(1011 0010) = {B2}

{02){87}+{03}{6E}+{46}+{A6}={15}+{B2}+{46}+{A6}=

(0001 0101) + (1011 0010) + (0100 0110) + (1010 0110) = (0100 0111) = {47}
4) Adding a Round Key to the State
In the AddRoundKey() transformation, a Round Key is added to the State by a simple bitwise XOR operation.  Each Round Key consists of Nb words from the key schedule. Those Nb words are each added into the columns of the State, such that
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where [wi] are the key schedule words, and a round is a value in the range 0 ≤ round ≤Nr.  In the Cipher, the initial Round Key addition occurs when round = 0, prior to the first application of the round function.  The application of the AddRoundKey() transformation to the Nr rounds of the Cipher occurs when 1 round  Nr.


[image: image11]Figure 2.5 Byte manipulation in AddRoundKey function
5) Key Expansion

The AES algorithm takes the Cipher Key, K, and performs a Key Expansion routine to generate a key schedule.  The Key Expansion generates a total of Nb (Nr + 1) words: the algorithm requires an initial set of Nb words, and each of the Nr rounds requires Nb words of key data.  The resulting key schedule consists of a linear array of 4-byte words, denoted [wi], with i in the range 0 ≤  i < Nb(Nr + 1).  SubWord() is a function that takes a four-byte input word and applies the S-box to each of the four bytes to produce an output word.  The function RotWord() takes a word [a0,a1,a2,a3] as input, performs a cyclic permutation, and returns the word [a1,a2,a3,a0].  The round constant word array, Rcon[i], contains the values given by [xi-1,{00},{00},{00}], with x i-1 being powers of x (x is denoted as {02}) in the field GF(28)(Note: i starts at 1 instead of 0).  The first Nk words of the expanded key are filled with the Cipher Key. Every following word, w[i], is equal to the XOR of the previous word, w[i-1], and the word Nk positions earlier, w[i-Nk].  For words in positions that are a multiple of Nk, a transformation is applied to w[i-1] prior to the XOR, followed by an XOR with a round constant, Rcon[i].  This transformation consists of a cyclic shift of the bytes in a word (RotWord()), followed by the application of a table lookup to all four bytes of the word (SubWord()).

We will use AES 128 in the development of the encryption algorithm.  Thus, Nr = 10 and Nk=4.  Next we will develop the C++ code for individual functions of the algorithm.

2.3 Implementation of AES encryption algorithm in C++ Code

In this section, we will showcase how the functions are being implemented into programming code.  The 5 functions are SubBytes(), ShiftRow(), MixColumn(), AddRoundKey() and KeyExpansion().
1) SubBytes function.

void SubBytes()

{


int i,j;


for(i=0;i<4;i++)


{



for(j=0;j<4;j++)



{




state[i][j] = getSBoxValue(state[i][j]);

}


}

}
Once we run the subBytes function, we substitute the state value with the value in SBox. (Fig 2.2) for a total of 16 bytes.  Thus a for-loop is used in this case to gather the 16 state values with reference to the SBox in a 2 dimensional 4x4 array [i][j].  Do note that the SBox values in Fig 2.2 are being entered into the C++ program as an array of 256 integers.
2) ShiftRows function

void ShiftRows()

{


unsigned char temp;


// Rotate first row 1 columns to left



temp=state[1][0];


state[1][0]=state[1][1];


state[1][1]=state[1][2];


state[1][2]=state[1][3];


state[1][3]=temp;


// Rotate second row 2 columns to left



temp=state[2][0];


state[2][0]=state[2][2];


state[2][2]=temp;
temp=state[2][1];


state[2][1]=state[2][3];


state[2][3]=temp;


// Rotate third row 3 columns to left


temp=state[3][0];


state[3][0]=state[3][3];


state[3][3]=state[3][2];


state[3][2]=state[3][1];


state[3][1]=temp;

}
The shift rows function left-shift the 2nd row byte by 1 byte, 3rd row by 2 bytes and last row by 3 bytes space.  There are a few ways of implementing this function and in this instance, the value in the state are being stored in a temp location before the shifting of the bytes takes place.  For example, for the 2nd row, the value of state[1][0] are being stored into a temp location.  Next, the state [1][1] are mapped onto state [1][0], state [1][2] onto state [1][1] and state [1][3] onto state [1][2].  Finally the original value of state [1][0] stored in temp is mapped to state [1][3] and this whole process provides a left shift of 1 byte for the whole row. For 3rd and 4th row, there are slight differences in the location of mapping the state due to 2 bytes and 3 bytes shift difference, however the principle remains the same.
3) MixColumns function

// xtime is a macro that finds the product of {02} and the argument to xtime modulo {1b}  

#define xtime(x)   ((x<<1) ^ (((x>>7) & 1) * 0x1b))

// MixColumns function mixes the columns of the state matrix

void MixColumns()

{


int i;


unsigned char Tmp,Tm,t;


for(i=0;i<4;i++)


{




t=state[0][i];



Tmp = state[0][i] ^ state[1][i] ^ state[2][i] ^ state[3][i] ;



Tm = state[0][i] ^ state[1][i] ;
Tm = xtime(Tm); 
state[0][i] ^= Tm ^ Tmp ;



Tm = state[1][i] ^ state[2][i] ;
Tm = xtime(Tm); 
state[1][i] ^= Tm ^ Tmp ;



Tm = state[2][i] ^ state[3][i] ; 
Tm = xtime(Tm); 
state[2][i] ^= Tm ^ Tmp ;



Tm = state[3][i] ^ t ;
 Tm = xtime(Tm); 
state[3][i] ^= Tm ^ Tmp ;


}

}
Before we implement the mixcolumns functions, we define a macro that finds the product of  {02} and the argument to xtime modulo {1b}.  It follows that multiplication by x (i.e.,

{00000010} or {02}) can be implemented at the byte level as a left shift and a subsequent

conditional bitwise XOR with {1b}.  This operation on bytes is denoted by xtime(). Multiplication by higher powers of x can be implemented by repeated application of xtime().  By adding intermediate results, multiplication by any constant can be implemented.[1]
4) AddRoundKey function
void AddRoundKey(int round)

{


int i,j;


for(i=0;i<4;i++)


{



for(j=0;j<4;j++)



{




state[j][i] ^= RoundKey[round * Nb * 4 + i * Nb + j];



}


}

}
The add round key function adds the round key to the state value using exclusive-OR function.  We use a 2 dimensional 4x4 array [i][j] to store the state variables, and for-loop is used to repeat 16 times for individual state to be added with the round key.  The values in the RoundKey array are processed in the Key expansion function.
5) KeyExpansion function
void KeyExpansion()

{


int i,j;


unsigned char temp[4],k;


// The first round key is the key itself.


for(i=0;i<Nk;i++)


{



RoundKey[i*4]=Key[i*4];



RoundKey[i*4+1]=Key[i*4+1];



RoundKey[i*4+2]=Key[i*4+2];



RoundKey[i*4+3]=Key[i*4+3];


}


// All other round keys are found from the previous round keys.


while (i < (Nb * (Nr+1)))


{



for(j=0;j<4;j++)



{




temp[j]=RoundKey[(i-1) * 4 + j];



}



if (i % Nk == 0)



{


// This function rotates the 4 bytes in a word to the left once.


// [a0,a1,a2,a3] becomes [a1,a2,a3,a0]


// Function RotWord()


{



k = temp[0];



temp[0] = temp[1];



temp[1] = temp[2];



temp[2] = temp[3];



temp[3] = k;


}

// SubWord() is a function that takes a four-byte input word and 

// applies the S-box to each of the four bytes to produce an output word.

// Function Subword()

{

temp[0]=getSBoxValue(temp[0]);






temp[1]=getSBoxValue(temp[1]);


temp[2]=getSBoxValue(temp[2]);


temp[3]=getSBoxValue(temp[3]);

}

temp[0] =  temp[0] ^ Rcon[i/Nk];
}

else if (Nk > 6 && i % Nk == 4)

{

// Function Subword()

{



temp[0]=getSBoxValue(temp[0]);



temp[1]=getSBoxValue(temp[1]);



temp[2]=getSBoxValue(temp[2]);



temp[3]=getSBoxValue(temp[3]);


}

}

RoundKey[i*4+0] = RoundKey[(i-Nk)*4+0] ^ temp[0];

RoundKey[i*4+1] = RoundKey[(i-Nk)*4+1] ^ temp[1];

RoundKey[i*4+2] = RoundKey[(i-Nk)*4+2] ^ temp[2];

RoundKey[i*4+3] = RoundKey[(i-Nk)*4+3] ^ temp[3];

i++;


}

}
This function produces Nb(Nr+1) round keys.  The round keys are used in each round to encrypt the states.  The first few bytes of RoundKey array is directly mapped from the Cipher Key input.  After these, the rest of the remaining RoundKey are taken from previous Roundkey.  First, it will mapped the previous 4 bytes of Round Key into a temp array, rotate the bytes to the left by 1 byte space, and then obtain the corresponding Sub Bytes from the SBox reference.  After that, the value of the RoundKey is the result of the exclusive-OR of the Sub Byte and Previous RoundKey.

6) Cipher function
void Cipher()

{


 int i,j,round=0;

 //Copy the input PlainText to state array.


 for(i=0;i<4;i++)


 {



  for(j=0;j<4;j++)



  {




state[j][i] = in[i*4 + j];



  }


 }


 // Add the First round key to the state before starting the rounds.


 AddRoundKey(0);


 // There will be Nr rounds.


 // The first Nr-1 rounds are identical.


 // These Nr-1 rounds are executed in the loop below.


 for(round=1;round<Nr;round++)


 {



  SubBytes();



  ShiftRows();



  MixColumns();



  AddRoundKey(round);


 }


 // The last round is given below.


 // The MixColumns function is not here in the last round.


 SubBytes();


 ShiftRows();


 AddRoundKey(Nr);


 // The encryption process is over.


 // Copy the state array to output array.


 for(i=0;i<4;i++)


 {



  for(j=0;j<4;j++)



  {




out[i*4+j]=state[j][i];



  }


 }

}
The Cipher function executes a combination of all the functions discussed earlier.  It will first read in the plaintext and stored into a 2 dimensional 4x4 array state[j][i].  After this, a first AddRoundKey(0) is called.  Subsequently, SubBytes(), ShiftRows(), MixColumns() and AddRoundKey(round) is repeated for Nr-1 (where Nr = 10 for AES 128) number of rounds.  For the last round, MixColumns() is omitted.  Finally, the output value in state array is mapped into output array.
2.4 Overview of C++ program flow for the Encryption algorithm

The various sub functions of the AES encryption algorithm are being introduced in Chapter 2.3 and 2.4.   In this section, we will showcase the overall program flow and how the individual function is incorporated in the program.
Firstly, the array of 256 Sbox values and 255 round constant values are keyed into the program to facilitate the call of Sub Bytes function and Key Expansion function.  Next, the 5 functions (KeyExpansion(), AddRoundKey(int round), SubBytes(), ShiftRows(), MixColumns()) and Cipher() function discussed in previous chapter are included the program.  The following is the main function of the program.
void main()

{


 int i;

 Nr = 128;


 printf("This is a AES-128bit Encryption engine\n\n");

// Calculate Nk and Nr from the received value.


 Nk = Nr / 32;


 Nr = Nk + 6;

//Clear the input buffer


 flushall();


 //Recieve the Key from the user


 printf("Enter the Key in hexadecimal: ");


 for(i=0;i<Nk*4;i++)


 {



  scanf("%x",&Key[i]);


 }


 printf("Enter the PlainText in hexadecimal: ");


 for(i=0;i<Nb*4;i++)


 {



  scanf("%x",&in[i]);


 }


 // The KeyExpansion routine must be called before encryption.


 KeyExpansion();

 // The next function call encrypts the PlainText with the Key using AES algorithm.


 Cipher();


 // Output the encrypted text.


 printf("\nText after encryption:\n");


 for(i=0;i<Nk*4;i++)


 {



  printf("%02x ",out[i]);


 }


 printf("\n\n");

}

The program is initially set up to test on the AES 128 encryption, thus we set the input to 128 and the calculated Nr is 10 rounds (input can be changed to 192 or 256 to facilitate AES 192/256 encryption).  Next the program will prompt the user for input key in hexadecimal, and reads in 16 bytes of hexadecimal key.  After this, it will prompt the user to input 16 bytes of plaintext in hexadecimal.  After the key and plaintext has been obtained and stored in respective array, KeyExpansion() and Cipher() is called to perform encryption on the plaintext.  Finally, the output of the encrypted 16 bytes text is sent to the output screen.  Do note, this is the prototype program for encrypting 16 bytes of hexadecimal data with a specific key and the result is analyzed with a known Test Vector for the encryption accuracy and functionality (to be discussed in the following chapter). The program needs further modification to allow it to read in files for encryption and this will be discussed in Chap 2.5.  
2.5 Testing and simulation of AES Encryption code

The codes are compiled and run on a C++ program.  Initial prompting for an input of 128 bit key size in Hexadecimal format (32 Hex input), followed by a 128 bit plaintext (32 hex input) for encryption.  Output will be an encrypted text consisting of 32 Hexadecimal.  A set of known Test vectors for the AES 128 bit encryption can be sourced from the Internet and these vectors are used to test the functionality of the program codes.  Below are some examples of the test vectors, where Key is the 32 Hex input Key, plaintext is a 32 Hex input, and the output will be a 32 Hex ciphertext.   
Test Vector 1
KEY = 80000000000000000000000000000000
CIPHERTEXT = 0edd33d3c621e546455bd8ba1418bec8

PLAINTEXT = 00000000000000000000000000000000
[image: image12.png]E:\TCWIN45\BINVAES_ENCR. EXE)
This is a AES-128bit Encryption engine =
_

Enter the Key in hexadecimal: 80 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00
Enter the PlainText in hexadecinal: 00 0 00 00 00 00 00 60 60 00 60 00 00 00 00
00

Text after encryption:
Oe dd 33 d3 6 21 5 46 45 5b d8 ba 14 18 be c8





Figure 2.6 Screen shot of AES-128 encryption using Test Vector 1

Test Vector 2

KEY = c0000000000000000000000000000000

CIPHERTEXT = 4bc3f883450c113c64ca42e1112a9e87

PLAINTEXT = 00000000000000000000000000000000
[image: image13.png]E:\TCWIN45\BINVAES_ENCR. EXE)
This is a AES-128bit Encryption engine

Enter the Key in hexadecimal: c@ 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00 =

Enter the PlainText in hexadecimal: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Text after encryption:
ub c3 F8 83 45 Oc 11 3c 64 ca 42 e1 11 2a %e 87





Figure 2.7 Screen shot of AES-128 encryption using Test Vector 2

Test Vector 3

KEY = ffffffffffffffffffffffffffffffff

CIPHERTEXT = a1f6258c877d5fcd8964484538bfc92c

PLAINTEXT = 00000000000000000000000000000000

[image: image14.png]E:\TCWIN45\BINVAES_ENCR. EXE)
This is a AES-128bit Encryption engine =
_

Enter the Key in hexadecimal: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Enter the PlainText in hexadecimal: 00 08 00 00 00 00 00 60 60 00 60 60 00 00 00
00

Text after encryption:
a1 £6 25 8 87 7d 5F cd 89 64 48 45 38 bF 9 2¢





Figure 2.8 Screen shot of AES-128 encryption using Test Vector 3

The above is the print-screen of the test results with respect to the test vectors and it shows that the program correctly encrypted the plaintext to the intended ciphered output.  Thus the program code for the encrypting part is working.  Only 3 of the test vectors are shown here, but over 20 test vectors have been carried out to make sure the program is working correctly.  

A similar test is carried out for 198 and 256 input bits to verify that the program is working fine for all 3 types of input.  Changes was made to the program codes for computing different input (Nr=192 for AES 192, and Nr=256 for AES256) refer to section 2.4 paragraph 3.  Using a set of Known Test Vectors for 192 bits input and 256 bits, the simulation result is as follows:

Test Vector 4
KEY = 800000000000000000000000000000000000000000000000

PLAINTEXT = 00000000000000000000000000000000

CIPHERTEXT = de885dc87f5a92594082d02cc1e1b42c

[image: image15.png]N-1\AES_EN-1.EXE)
This is a AES-192 bit Encryption engine

Enter the Key in hexadecimal: 80 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00 00
60 60 60 00 00 00 00 0O

Enter the PlainText in hexadecinal: 00 00 00 00 00 00 00 60 60 00 00 00 00 00 00
00

Text after encryption:
de 88 5d c8 7f 5a 92 59 0 82 0 2c c1 el by 2¢





Figure 2.9 Screen shot of AES-192 encryption using Test Vector 4

Test Vector 5
KEY = c00000000000000000000000000000000000000000000000

PLAINTEXT = 00000000000000000000000000000000

CIPHERTEXT = 132b074e80f2a597bf5febd8ea5da55e

[image: image16.png]N-1\AES_EN-1.EXE)
This is a AES-192 bit Encryption engine

Enter the Key in hexadecimal: c@ 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00 =
80 60 00 00 00 00 00

Enter the PlainText in hexadecimal: 00 00 00 00 00 00 00 60 60 00 00 00 00 00 00
00

Text after encryption:
13 2b 07 he 80 £2 a5 97 bf SF eb d8 ea 5d a5 Se





Figure 2.10 Screen shot of AES-192 encryption using Test Vector 5

Test Vector 6
KEY = ffffffffffffffffffffffffffffffffffffffffffffffff

PLAINTEXT = 00000000000000000000000000000000

CIPHERTEXT = dd8a493514231cbf56eccee4c40889fb

[image: image17.png]‘N~ 1\AES_EN~1.EXE)
This is a AES-192 bit Encryption engine =
I

Enter the Key in hexadecimal: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FEFE FEFF EF FF FF

Enter the PlainText in hexadecimal: 00 00 00 00 00 00 00 60 60 00 00 00 00 00 00
00

Text after encryption:
dd 8a 49 35 14 23 1c bF 56 ec ce el ch 08 89 fb





Figure 2.11 Screen shot of AES-192 encryption using Test Vector 6
Test Vector 7
KEY = 8000000000000000000000000000000000000000000000000000000000000000

PLAINTEXT = 00000000000000000000000000000000

CIPHERTEXT = e35a6dcb19b201a01ebcfa8aa22b5759
[image: image18.png]N-1\AES_EN-1.EXE)
This is a AES-256 bit Encryption engine

Enter the Key in hexadecinal: 80 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00 00
60 00 00 00 00 00 00 00 00 00 00 60 60 60 00

Enter the PlainText in hexadecimal: 00 08 08 00 00 00 00 60 60 00 00 00 00 00 00
00

Text after encryption:
©3 5a 6d cb 19 b2 01 a0 1e bc fa 8a a2 2b 57 59





Figure 2.12 Screen shot of AES-256 encryption using Test Vector 7

Test Vector 8
KEY = c000000000000000000000000000000000000000000000000000000000000000

PLAINTEXT = 00000000000000000000000000000000

CIPHERTEXT = b29169cdcf2d83e838125a12ee6aa400

[image: image19.png]N-1\AES_EN-1.EXE)
This is a AES-256 bit Encryption engine

Enter the Key in hexadecimal: c 0 00 00 00 00 00 00 60 60 60 00 00 00 00 00 00
60 00 00 00 00 00 00 00 00 00 00 60 60 60 00

Enter the PlainText in hexadecimal: 00 08 08 00 00 00 00 60 60 00 00 00 00 00 00
00

Text after encryption:
b2 91 69 cd cf 2d 83 8 38 12 5a 12 ee 6a ak 00





Figure 2.13 Screen shot of AES-256 encryption using Test Vector 8

Test Vector 9
KEY = ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff

PLAINTEXT = 00000000000000000000000000000000

CIPHERTEXT = 4bf85f1b5d54adbc307b0a048389adcb

[image: image20.png]‘N~ 1\AES_EN~1.EXE)
This is a AES-256 bit Encryption engine =
I

Enter the Key in hexadecimal: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FEFE FF FF EF FF FF FF FF FE FF FE FE PR FF

Enter the PlainText in hexadecinal: 00 08 00 00 00 00 00 60 60 00 00 00 00 00 00
00

Text after encryption:
b £8 5F 1b 5d 54 ad bc 30 7b Ga O4 83 89 ad cb





Figure 2.14 Screen shot of AES-256 encryption using Test Vector 9
After successfully testing out the encryption algorithm code, it can be concluded that the encryption algorithm is functioning correctly for 128, 192 and 256 bit input key.  However the program developed at this stage can only read in 16 bytes of hexadecimal of plaintext for encryption.  The next stage is to modify the main function of the program such that it can read in a file in binary mode, process and encrypt every 16 bytes of data, and output the encrypted file.
2.6 Improvisation to the AES Encryption C++ code to read in file

This chapter introduced some changes to the main function of the programming code such that the program can read in a file in binary mode, encrypt every 16 bytes and output to encrypted file.  Firstly, we obtain the file size of the input file using the following code:

//This segment of code gets the size of the input text file in bytes

  ifstream myfile("filename.ext", ios::in | ios::binary);

  begin = myfile.tellg();

  myfile.seekg (0, ios::end);

  end = myfile.tellg();

  myfile.close();

  long size = end-begin;

  cout << "size is: " << size << " bytes.\n";

This above command will read in the file of “filename.ext” (example: testing.doc) and it will calculate the size of the file by difference between the start and end file pointer.  Next we read in the file one more time and if the file is not present, an error message is sent to output screen using the following command:

ifstream in2("filename.ext ", ios::in | ios::binary);


if(!in2){



cout << "Cannot open input file." << endl;



return;


}


int count = 0;
Next we declare an array to hold the 16 bytes of data  using: unsigned char d[16] and we declare an output file for encrypted output: 
ofstream out1("encrypt.ext",ios::out | ios::binary);
The following codes is for reading in the file in counts of 16 bytes, undergo the Key Expansion and Cipher function of the AES program and output the encrypted 16 bytes to the output encrypted file.  

//reading in the plaintext in hexadecimal in counts of 16 bytes for encryption

 for (f=0;f<(size/16)+1;f++)


 {



d[i] = 0;



for(i=0; i<16; i++)




{




in2.get(d[i]);




in[i]=d[i];




}


// The KeyExpansion routine must be called before encryption.


KeyExpansion();

// The next function call encrypts the PlainText with the Key using AES algorithm.


Cipher();


// Output the encrypted text.


for(i=0;i<16;i++)


{



out1<<out[i];


}


}


in2.close();


out1.close();

2.7 Mathematical Analysis of AES Decryption algorithm

The Cipher transformations discussed in Chapter 2.2 can be inverted and then implemented in reverse order to produce a straightforward Inverse Cipher (Decryption) for the AES algorithm. The individual transformations used in the Inverse Cipher - InvShiftRows(), InvSubBytes(), InvMixColumns(), and AddRoundKey()  process the State and are described in the following subsections.
1) InvShiftRows() transformation
InvShiftRows() is the inverse of the ShiftRows() transformation.  The bytes in the last

three rows of the State are cyclically shifted over different numbers of bytes (offsets). The order of bytes shift is exactly the reverse of ShiftRows() function.  As illustrated in Fig 2.9, the first row of bytes has no change, whereas there is a shift of 1 byte to the right on the second row.  The 3rd row exhibits a right shift of 2 bytes and for the 4th row, there is a right shift of 3 bytes.


[image: image21]
Figure 2.15 Byte manipulation in InvShiftRows function
2) InvSubBytes() function

InvSubBytes() is the inverse of the byte substitution transformation, in which the inverse Sbox is applied to each byte of the State.  This is obtained by applying the inverse of the affine transformation followed by taking the multiplicative inverse in GF(28).

[image: image22]
Figure 2.16 Byte manipulation in InvSubByte function
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Figure 2.17 Inverse S-Box table reference for InvSubByte function

3) InvMixColumns() function

InvMixColumns() is the inverse of the MixColumns() transformation.  InvMixColumns() operates on the State column-by-column, treating each column as a four term polynomial.  The columns are considered as polynomials over GF(28) and multiplied modulo x4 + 1 with a fixed polynomial a-1(x), given by

a-1(x) = {0b}x3 + {0d}x2 + {09}x + {0e}



(2.4)
This can be written as a matrix multiplication. Let s(x) a-1(x)s(x) :
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 for 0 ≤ c < Nb


(2.5)
Thus the state value of the 4 bytes in a column are replaced by the following:
s’0,c= ({0e} s0,c)  ({0b} s1,c)  d}s2,c9}s3,c
s’1,c({09} s0,c)  ({0e} s1,c)  b}s2,cd}s3,c
s’2,c({0d} s0,c)  ({09} s1,c)  e}s2,cb}s3,c
s’3,c({0b} s0,c)  ({0d} s1,c)  9}s2,ce}s3,c
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Figure 2.18 Byte manipulation in InvMixColumns function
4) Inverse to AddRoundKey() function

The inverse to AddRoundKey() function is actually the same function itself as described in Chapter 2.2. Due to the fact that the operation uses bitwise XOR, thus, by XOR the round Key with the current state will produce the original state value.  The equation (2.4) can be applied in this instance.
The  Key Expansion function is the same as used in the Cipher model.  Each round of the inverse Cipher consist of the 4 functions as described above.
2.8 Implementation of AES Decryption algorithm in C++ Code

The InvShiftRows(), InvSubBytes() and InvMixColumns() functions will be implemented into C++ coding[3] in this chapter. For the AddRoundKey(), it will be the same as the coding implemented in chapter 2.3 and it will be omitted in this chapter.
1) InvShiftRows() function

void InvShiftRows()

{


unsigned char temp;


// Rotate first row 1 columns to right



temp=state[1][3];


state[1][3]=state[1][2];


state[1][2]=state[1][1];


state[1][1]=state[1][0];


state[1][0]=temp;


// Rotate second row 2 columns to right


temp=state[2][0];


state[2][0]=state[2][2];


state[2][2]=temp;


temp=state[2][1];


state[2][1]=state[2][3];


state[2][3]=temp;


// Rotate third row 3 columns to right


temp=state[3][0];


state[3][0]=state[3][1];


state[3][1]=state[3][2];


state[3][2]=state[3][3];


state[3][3]=temp;

}

The inverse shift rows function right-shift the 2nd row byte by 1 byte, 3rd row by 2 bytes and last row by 3 bytes space.  It followed the similar way of implementation as in Shift Row function, where the value in the state are being stored in a temp location before the shifting of the bytes takes place.  For example, for the 2nd row, the value of state[1][3] are being stored into a temp location.  Next, the state [1][2] are mapped onto state [1][3], state [1][1] onto state [1][2] and state [1][0] onto state [1][1].  Finally the original value of state [1][3] stored in temp is mapped to state [1][0] and this whole process provides a right shift of 1 byte for the whole row.  For 3rd and 4th row, there are slight differences in the location of mapping the state due to 2 bytes and 3 bytes shift difference as similar to Shift row except that the byte shift is to the right instead of left.
2) InvSubBytes() function
void InvSubBytes()

{


int i,j;


for(i=0;i<4;i++)


{



for(j=0;j<4;j++)



{




state[i][j] = getSBoxInvert(state[i][j]);



}


}

}

For the InvSubBytes function, we substitute the state value with the value in inverse SBox(RSbox) values.  A for-loop is used in this case to gather the 16 state values with reference to the RSBox in a 2 dimensional 4x4 array [i][j].  The RSBox values (fig 2.11) are being pre-entered into the C++ program as an array of 256 integers.

3) InvMixColumns() function
// Multiply is a macro used to multiply numbers in the field GF(2^8)

#define Multiply(x,y) (((y & 1) * x) ^ ((y>>1 & 1) * xtime(x)) ^ ((y>>2 & 1) * xtime(xtime(x))) ^ ((y>>3 & 1) * xtime(xtime(xtime(x)))) ^ ((y>>4 & 1) * xtime(xtime(xtime(xtime(x))))))

void InvMixColumns()

{


int i;


unsigned char a,b,c,d;


for(i=0;i<4;i++)


{



a = state[0][i];



b = state[1][i];



c = state[2][i];



d = state[3][i];

                           state[0][i] = Multiply(a, 0x0e) ^ Multiply(b, 0x0b) ^ Multiply(c, 0x0d) ^ Multiply(d, 0x09);



state[1][i] = Multiply(a, 0x09) ^ Multiply(b, 0x0e) ^ Multiply(c, 0x0b) ^ Multiply(d, 0x0d);



state[2][i] = Multiply(a, 0x0d) ^ Multiply(b, 0x09) ^ Multiply(c, 0x0e) ^ Multiply(d, 0x0b);



state[3][i] = Multiply(a, 0x0b) ^ Multiply(b, 0x0d) ^ Multiply(c, 0x09) ^ Multiply(d, 0x0e);


}

}

For the InvMixColumns function, the equation 2.5 is used to calculate the state values of individual column.  Multiply is a macro used for calculation of multiplying numbers in GF(28).  First the 4 state values of a column are stored into a variable.  After which, the 4 individual column state values are multiplied with the matrix a-1 as described in the equation to obtained the original state values.
4) InvCipher() function

void InvCipher()

{


int i,j,round=0;


//Copy the input CipherText to state array.


for(i=0;i<4;i++)


{



for(j=0;j<4;j++)



{




state[j][i] = in[i*4 + j];



}


}


// Add the First round key to the state before starting the rounds.


AddRoundKey(Nr);


// There will be Nr rounds.


// The first Nr-1 rounds are identical.


// These Nr-1 rounds are executed in the loop below.


for(round=Nr-1;round>0;round--)


{



InvShiftRows();



InvSubBytes();



AddRoundKey(round);



InvMixColumns();


}


// The last round is given below.


// The MixColumns function is not here in the last round.


InvShiftRows();


InvSubBytes();


AddRoundKey(0);


// The decryption process is over.


// Copy the state array to output array.


for(i=0;i<4;i++)


{



for(j=0;j<4;j++)



{




out[i*4+j]=state[j][i];



}


}

}

The Inverse Cipher function executes a combination of all the functions discussed earlier.  It will first read in the plaintext and stored into a 2 dimensional 4x4 array state[j][i].  After this, a first AddRoundKey(0) is called.  Subsequently, InvShiftRows(), InvSubBytes(), AddRoundKey(0) and InvMixColumns() is repeated for Nr-1 (where Nr = 10 for AES 128) number of rounds.  For the last round, InvMixColumns() is omitted.  Finally, the output value in state array is mapped into output array.
2.9 Overview of C++ program flow for the Decryption algorithm

In this section, we will combine the various sub functions of the decryption algorithm and discuss the overall program flow.

Firstly, the array of 256 RSbox values and 255 round constant values are keyed into the program to facilitate the call of InvSubBytes() function and Key Expansion function.  InvCipher() which consist InvShiftRows(), InvSubBytes(), AddRoundKey(0) and InvMixColumns() functions are incorporated the program flow.  The following is the main function flow of the decryption program.

void main()

{


int i;
 Nr = 128;


 printf("This is a AES-128bit Decryption engine\n\n");

Nk = Nr / 32;


Nr = Nk + 6;


//Clear the input buffer


flushall();


//Recieve the Key from the user


printf("Enter the Key in hexadecimal: ");


for(i=0;i<Nk*4;i++)


{



scanf("%x",&Key[i]);


}


printf("Enter the CipherText in hexadecimal: ");


for(i=0;i<Nb*4;i++)


{



scanf("%x",&in[i]);


}

//The Key-Expansion routine must be called before the decryption routine.


KeyExpansion();

// The next function call decrypts the CipherText with the Key using AES algorithm.


InvCipher();


// Output the decrypted text.


printf("\nText after decryption:\n");


for(i=0;i<Nb*4;i++)


{



printf("%02x ",out[i]);


}


printf("\n\n");

}
The program is set up to test on the AES 128 decryption, thus we set the input to 128 and the calculated Nr is 10 rounds (input can be changed to 192 or 256 to facilitate AES 192/256 decryption).  Similar to the encryption program, the decryption program will prompt the user for input key in hexadecimal, and reads in 16 bytes of hexadecimal key.  After this, it will prompt the user to input 16 bytes of ciphered text in hexadecimal.  After the key and ciphered text has been obtained and stored in respective array, KeyExpansion() and InvCipher() function are called to perform decryption on the ciphered text.  Finally, the output of the deciphered 16 bytes text is sent to the output screen.  

2.10 Testing and simulation of AES Decryption code

The decryption codes are compiled and run on a C++ program.  Initial prompting for an input of 128 bit key size in Hexadecimal format (32 Hex input), followed by a 128 bit ciphered text (32 hex input).  Output will be a deciphered text consisting of 32 Hexadecimal.  A set of Known Test vectors used for the testing of the encryption program can be utilized here for testing of the decryption portion.  We will utilize the 3 same test vectors values as used in chapter 2.4 to obtain the decryption results and to test the program functionality.

Test Vector 1
KEY = 80000000000000000000000000000000
CIPHERTEXT = 0edd33d3c621e546455bd8ba1418bec8

PLAINTEXT = 00000000000000000000000000000000

[image: image25.png]This is a AES-128bit Decryption engine =

Enter the Key in hexadecimal: 80 00 00 00 00 00 00 00 60 60 60 60 00 00 00 00
Enter the CipherText in hexadecimal: O dd 33 d3 c6 21 5 46 45 5b d8 ba 14 18 b
ecs

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.19 Screen shot of AES-128 Decryption using Test Vector 1
Test Vector 2

KEY = c0000000000000000000000000000000

CIPHERTEXT = 4bc3f883450c113c64ca42e1112a9e87

PLAINTEXT = 00000000000000000000000000000000
[image: image26.png]This is a AES-128bit Decryption engine =

Enter the Key in hexadecimal: c@ 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00
Enter the CipherText in hexadecimal: 4b c3 £8 83 45 Oc 11 3c 64 ca 42 e1 11 2a 9
e 87

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.20 Screen shot of AES-128 Decryption using Test Vector 2

Test Vector 3

KEY = ffffffffffffffffffffffffffffffff

CIPHERTEXT = a1f6258c877d5fcd8964484538bfc92c

PLAINTEXT=00000000000000000000000000000000[image: image27.png]This is a AES-128bit Decryption engine =

Enter the Key in hexadecimal: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Enter the CipherText in hexadecimal: a1 £6 25 8c 87 7d 5f cd 89 64 48 45 38 bf c
9 2¢

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.21 Screen shot of AES-128 Decryption using Test Vector 3
[image: image28.png]This is a AES-128bit Decryption engine =

Enter the Key in hexadecimal: 00 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00
Enter the CipherText in hexadecimal: a1 £6 25 8c 87 7d 5f cd 89 64 48 45 38 bf c
9 2¢

Text after decryption:
€8 03 Oc 01 c2 3b 78 a8 21 b1 4F dF 1d b7 79 cc





Figure 2.22 Screen shot of AES-128 Decryption using incorrect Key input
The first 3 simulation of decryption is based on the same test vectors as utilized in the simulation of the encryption portion.  Through the screen captured, we can deduce that when we provide the decryption program with the correct key and ciphered text, we are able to obtain the original plaintext.  Fig 2.16 illustrate that if we use the same ciphered text of test vector 3, but used a different key (all 0 instead of f), we would not be able to obtain the correct plaintext after decryption with reference to the Test Vector 3 parameters.  As such, we can conclude the program is working correctly, and able to decrypt the ciphered text to the original text in the way it is encrypted using the same key.  The simulation for 192 and 256 bit key input is illustrated below, using the same Test Vectors as in Encryption simulation.

Test Vector 4
KEY = 800000000000000000000000000000000000000000000000

CIPHERTEXT = de885dc87f5a92594082d02cc1e1b42c

PLAINTEXT = 00000000000000000000000000000000
[image: image29.png]This is a AES-192bit Decryption engine

Enter the Key in hexadecimal: 80 00 00 00 00 00 00 00 00 60 60 00 00 00 00 00 00
80 60 00 00 00 00 00

Enter the CipherText in hexadecimal: de 88 5d c8 7f 5a 92 59 40 82 d0 2c c1 e b
u2c

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.23 Screen shot of AES-192 Decryption using Test Vector 4
Test Vector 5

KEY = c00000000000000000000000000000000000000000000000

CIPHERTEXT = 132b074e80f2a597bf5febd8ea5da55e
PLAINTEXT = 00000000000000000000000000000000
[image: image30.png]This is a AES-192bit Decryption engine

Enter the Key in hexadecimal: c 00 00 00 00 00 00 00 00 60 60 00 00 00 00 00 00
80 60 00 00 00 00 00

Enter the CipherText in hexadecimal: 13 2b 07 4e 80 £2 a5 97 bf 5 eb d8 ea 50 a
5 5e

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.24 Screen shot of AES-192 Decryption using Test Vector 5

Test Vector 6
KEY = ffffffffffffffffffffffffffffffffffffffffffffffff

CIPHERTEXT = dd8a493514231cbf56eccee4c40889fb

PLAINTEXT = 00000000000000000000000000000000
[image: image31.png]This is a AES-192bit Decryption engine =

Enter the Key in hexadecimal: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FEFE FFFF EF FF FF

Enter the CipherText in hexadecimal: dd 8a 49 35 14 23 1c bf 56 ec ce el ch 08 8
9 fb

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.25 Screen shot of AES-192 Decryption using Test Vector 6
Test Vector 7

KEY = 8000000000000000000000000000000000000000000000000000000000000000

CIPHERTEXT = e35a6dcb19b201a01ebcfa8aa22b5759
PLAINTEXT = 00000000000000000000000000000000

[image: image32.png]This is a AES-256 bit Decryption engine

Enter the Key in hexadecinal: 80 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00 00
60 00 00 00 00 00 00 00 00 00 00 60 60 60 00

Enter the CipherText in hexadecimal: e3 5a 6d cb 19 b2 61 ab 1e bc fa 8a a2 2b 5
759

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.26 Screen shot of AES-256 Decryption using Test Vector 7

Test Vector 8
KEY = c000000000000000000000000000000000000000000000000000000000000000

CIPHERTEXT = b29169cdcf2d83e838125a12ee6aa400

PLAINTEXT = 00000000000000000000000000000000

[image: image33.png]This is a AES-256 bit Decryption engine

Enter the Key in hexadecimal: c 0 00 00 00 00 00 00 60 60 60 00 00 00 00 00 00
60 00 00 00 00 00 00 00 00 00 00 60 60 60 00

Enter the CipherText in hexadecimal: b2 91 69 cd cf 2d 83 8 38 12 5a 12 ee 6a a
4 00

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.27 Screen shot of AES-256 Decryption using Test Vector 8
Test Vector 9

KEY = ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff

CIPHERTEXT = 4bf85f1b5d54adbc307b0a048389adcb

PLAINTEXT = 00000000000000000000000000000000

[image: image34.png]This is a AES-256 bit Decryption engine =

Enter the Key in hexadecimal: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FEFE FFFF EF FF FF FF FF FE FF FF FE FF FF

Enter the CipherText in hexadecimal: 4b £8 5F 1b 5d 54 ad bc 30 7b 0a 04 83 89 a
dcb

Text after decryption:
00 00 00 00 00 00 00 G0 00 00 0B 00 B0 00 00 0O





Figure 2.28 Screen shot of AES-256 Decryption using Test Vector 9

Likewise, the program have performed simulation over 20 test vectors for 128, 192 and 256 bit input key to ensure that the program is working correctly for all inputs.  The decryption program will be improvised to read in an encrypted file, and decrypt every 16 bytes of the ciphered text and output the original file, in a way similar to the encryption counterpart.  
 2.11 Improvisation to the AES Decryption C++ code to read in file

This chapter introduced modification to the main function of the programming code such that the program can read in an encrypted file in binary mode, decrypt every 16 bytes and output to a decrypted file.  Slight difference with regards to the encryption portion is that we open 2 file at the same time, one for reading in the data of the encrypted file, and the other for writing the output to a decrypted file.  

//This segment of code gets the size of the input encrypted file in bytes

  ifstream myfile("filename.ext", ios::in | ios::binary);

  begin = myfile.tellg();

  myfile.seekg (0, ios::end);

  end = myfile.tellg();

  myfile.close();

  long size = end-begin;

  cout << "size is: " << size << " bytes.\n";

This above command will read in the encrypted file of “filename.ext” (example: testing.doc) and it will calculate the size of the file by difference between the start and end file pointer.  The file size is to be used for calculation of the number of loops for the program.  Next we read in the file one more time and if the file is not present, an error message is sent to output screen using the following command:

ifstream inencrypt("filename.ext ", ios::in | ios::binary);


if(!in2){



cout << "Cannot open input file." << endl;



return;


}


int count = 0;
Next we declare an array to hold the 16 bytes of data  using: unsigned char d[16] and we declare an output file, outdecrypt,  for decrypted output: 
ofstream outdecrypt("decrypt.ext",ios::out | ios::binary);
The following codes is for reading in the encrypted file in counts of 16 bytes, undergo the Key Expansion and InvCipher function of the AES program and output the decrypted 16 bytes to the decrypted file.  

//reading in the plaintext in hexadecimal in counts of 16 bytes for encryption

 for (f=0;f<(size/16)+1;f++)


 {



for(i=0; i<16 && !in3.eof(); i++)




{




inencrypt.get(d[i]); // retrieve each byte of the encrypted file



in[i]=d[i]; // store in input array



}


// The KeyExpansion routine must be called before decryption.


KeyExpansion();

// The next function call decrypts the Ciphered Text with the Key using AES algorithm.


InvCipher();


// Output the encrypted text.


for(i=0;i<16;i++)


{



outdecrypt<<out[i];


}


}


inencrypt.close();


outdecrypt.close();

Chapter 3: Biometric Data Capturing
3.1 Biometric data capturing overview
In this chapter, an introduction to biometric capturing is introduced.  A biometric system is essentially a pattern recognition system that recognizes a person by comparing the bi​nary code of a uniquely specific biological or physical characteristic to the binary code of the stored character​istic.  Samples are taken from individuals to see if there is similarity to biometric references previously taken from known individuals.  The system then applies a spe​cialized mathematical algorithm to the sample and ​converts it into a binary code and then compares it to the template sample to determine if the individual can be recognized.
There are many kind of biometric data which one can be captured.  When used for personal identification, biometric tech​nologies measure and analyze human biological and behavioral characteristics.  Identifying a person’s bio​logical characteristics is based on direct measurement of a part of the body—fingerprints, hand structure, fa​cial features, iris patterns, and others.  The correspond​ing biometric technologies are fingerprint recognition, hand geometry, facial, and iris recognition, among oth​ers.  
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Figure 3.1 Different types of biometric data

The choice of adopting fingerprints in our project is because Fingerprint patterns are stable throughout ones life​time, unique, and easily analyzed and compared.  Fin​gerprint systems are easy to use, in most cases requiring the user to simply touch a platen with his/her forefinger.  In addition to being secure, most fingerprint systems are relatively inexpensive.  Although capable of high accuracy levels, fingerprint devices can suffer from usage errors when users are not properly trained in system usage and/or motivated to cooperate when placing their finger on the reader.  Other factors like the condition of the finger, ie: moist, dirty, would give an error to the capturing system. 
3.2 Fingerprint Biometric Architecture and System Security
There are two fundamental applications for secure biometric technology: access control and key management.  In access control, the system modulates access through inspection of a candidate user’s biometric.  In key management, the system objective is to extract a stable encryption key from the user’s biometric, which is of the main concern in our discussion.  While access control and key management are different goals, the syndrome-encoding and recovery techniques we discuss apply to both.  In an access-control application, the recovered biometric is verified by comparison with a stored hash of the original in a manner identical to password-based systems.  In a key-management application, the (now recovered) original serves as a shared secret from which an encryption (decryption) key can be generated.  

A biometric system and a cryptographic system can be merged in one of the following two modes:
 (i) In biometrics-based key release, the biometric matching is decoupled from the cryptographic part.  Biometric matching operates on the traditional biometric templates: if they match, cryptographic key is released from its secure location, e.g., a smart card or a server.  Here, biometrics effectively acts as a wrapper mechanism in cryptographic domain.  

(ii) In biometrics-based key generation, biometrics and cryptography are merged together at a much deeper level. Biometric matching can effectively take place within cryptographic domain, hence there is no separate matching operation that can be attacked; positive biometric matching extracts the secret key from the conglomerate (key/biometric template) data. 
3.3 Fingerprint Biometric capturing
As this chapter is an insight into Biometric capturing, we will not go into the details of complex fundamentals of generating of the binary key from a fingerprint template, but we will do a discussion on how it can be done.
A fingerprint[4] is made up of a pattern of ridges and furrows as well as characteristics that occur at Minutiae points (ridge bifurcation or a ridge ending, figure 3.2). 
Fingerprint scanning essentially provides an identification of a person based on the acquisition and recognition of those unique patterns and ridges in a fingerprint.  The actual fingerprint identification process will change slightly between products and systems.  The basis of identification, however, is nearly the same.  Standard systems comprised of a sensor for scanning a fingerprint and a processor which stores the fingerprint database and software which compares and matches the fingerprint to the predefined database.  Within the database, a fingerprint is usually matched to a reference number, or PIN number which is then matched to a person's name or account or even a password.  
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Figure 3.2 Fingerprints characteristics

Fingerprint verification systems[a] work by identifying the locations of small lines or ridges found in the finger​print.  They extract features from impressions that are made by these distinct ridges.  Typically, fingerprints are either flat (captured by placing a finger directly on the scanner) or rolled (rolling the finger from one edge of the fingernail to the other).  A flat fingerprint is an im​pression of the area between the fingertip and the first knuckle; a rolled fingerprint also includes an impression of the ridges on both sides of the finger.
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Figure 3.3 Examples of various ridge patterns
Fingerprint-based systems can also be further catego​rized into four broad groups: Minutiae-based matching (analyzing the local structure), direct correlation tech​niques, optical comparison, and spectral ridge-pattern matching (analyzing the ridge or global structure) of the fingerprint.  Most fingerprint technology vendors’ algo​rithms analyze minutiae points.  The current interna​tional standard for minutiae extraction recognizes two common characteristics as comprising minutia points: ridge endings (the end of a ridge), and bifurcations (Y-shaped split of one ridge into two ridges).  Fingerprint patterns that are captured by the system and seen in the following chart are grouped into several cat​egories: left and right arches, loops, whorls, and others (refer to figure 3.3).  

We will highlight on the 2 different type of algorithms for analyzing of the fingerprint patterns: Ridge Spectral Pattern-based Algorithms, and Minutia-based Algorithms

Ridge Spectral Pattern-based Algorithms

In matching ridge patterns, the image is divided into small square areas about 5 pixels on a side.  The ridge wavelength, direction, and phase displacement for each small square is encoded and used as the basis for the biometric template.  Ridge pattern matching algorithms use a process of aligning and overlaying segments of fin​gerprint images to determine similarity.

Minutia-based Algorithms
A typical fingerprint image may produce between 15 and 70 minutiae, depending on the portion of the image cap​tured.  The most prevalent minutiae are ridge endings.  Minutiae algorithms[5] plot the relative position and type of points (minutiae) where ridge lines branch apart (bi​furcate) or terminate (end).
After reading the image of a fingerprint, the data can be converted to a string of binary key. An example of the biometric-based key generation, called fuzzy vault, was proposed by Juels and Sudan[6].  This cryptographic construct has the characteristics that make it suitable for applications that combine biometric authentication and cryptography to generate a 128 bit key for the AES encryption/decryption program.
3.4 Limitation of Fingerprint Biometrics

Although capable of high accuracy levels, fingerprint devices can suffer from usage errors when users are not properly trained in system usage and/or motivated to cooperate when placing their finger(s) on the reader.  This is, of course, not limited to fingerprint systems and extends to all biometric technologies.  Conditions must be right for accurate authentication; for example, wet or moist fingers, cuts on fingers, or dirt or grease can some​times affect the authentication process.  Other concerns involve the aspects of occupational im​pact.  The use of hands in constant contact with abra​sives or chemicals may interfere with fingerprint read​ers. 
Another limitation is the accuracy of the encryption Key generated using the Fingerprint characteristics.  However, with the use of error correction module and by using the fuzzy vault model for key generation, the error rate for biometric key generation could be greatly reduced, or even eliminated totally.
Chapter 4: USB Communication Channel 
4.1 Introduction to Universal Serial Bus (USB) 
USB (Universal Serial Bus)[6] is a specification to establish communication between devices and a host controller (usually personal computers).  USB is intended to replace many varieties of serial and parallel ports. USB can connect computer peripherals such as mice, keyboards, digital cameras, printers, personal media players, flash drives, and external hard drives.  For many of those devices, USB has become the standard connection method.  USB was designed for personal computers, but it has become commonplace on other devices such as smartphones, PDAs and video game consoles, and as a power cord between a device and an AC adapter plugged into a wall plug for charging.
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Figure 4.1 USB cable(left) and USB port(right)

USB is a serial protocol and physical link, which transmits all data differentially on a single pair of wires. Another pair provides power to downstream peripherals.  The standard specifies two kinds of cables and two variations of connectors.  High speed cables, for 12 Mbit/s communication, are better shielded than their less expensive 1.5 Mbit/s counterparts.  Each cable has an "A" connector on one end and a "B" on the other. Since the two types are physically different it's impossible to install a cable incorrectly. Cable lengths are limited to 5 meters for 12 Mbit/s connections and 3 meters for 1.5 Mbit/s.  This sounds backwards, but stems from the use of better cables at higher speeds.  

Peripherals, the devices controlled by USB, are slaves responding to commands from the host.  When a peripheral is attached to the USB network, the host communicates with the device to learn its identity and to discover which device driver is required (a process called "enumeration").  To avoid DIP switch and IRQ headaches of the past, during enumeration the host supplies a device address to the peripheral.  

Once a hub detects a new peripheral (or one that has just been removed), reports the new information to the host, and enables communication with a newly inserted device, it essentially becomes invisible, emulating a smart wire, passing data between the host and the devices.  

4.2 USB communication channel overview 

USB Communications[7,8] takes place between the host and endpoints located in the peripherals.  An endpoint is a uniquely addressable portion of the peripheral that is the source or receiver of data.  4 bits of data define the device's endpoint address codes, which also indicate transfer direction and whether the transaction is a "control" transfer.  Endpoint 0 is reserved for control transfers, giving 15 bi-directional destinations or sources of data within a device. 

The idea of endpoints leads to an important concept in USB transactions, that of the pipe. All transfers occur through virtual pipes that connect the peripheral's endpoints with the host.  When establishing communications with the peripheral, each endpoint returns a descriptor, a data structure that tells the host about the endpoint's configuration and expectations.  Descriptors also include transfer type, max size of data packets, perhaps the interval for data transfers, and in some cases the bandwidth needed.  USB supports four data transfer types: control, isochronous, bulk, and interrupt. 
Control transfers exchange configuration, setup and command information between the device and the host. CRCs(cyclic redundancy check) check the validity of data and a re-transmission of data is carried out if errors are detected.  Bulk transfers move large amounts of data when timely delivery isn't critical. Typical applications include printers and scanners.  Bulk transfers are fillers, claiming unused USB bandwidth when nothing more important is going on.  It also utilized CRCs to validate data.  Interrupt transfers, though not interrupts in the CPU-diverting sense, poll devices to see if they need service.  Peripherals exchanging small amounts of data which need immediate attention (mice, keyboards) use interrupt transfers.  Error checking validates the data.  Finally, isochronous transfers handle streaming data like that from an audio or video device. It's time sensitive information so, within limitations, it has guaranteed access to the USB bus. No error checking occurs so the system must tolerate occasional scrambled bytes. 

USB communication takes the form of packets.  Initially, all packets are sent from the host, via the root hub and possibly more hubs, to devices.  Some of those packets direct a device to send some packets in reply.  After the sync field described above, all packets are made of 8-bit bytes, transmitted least-significant bit first.  The first byte is a packet identifier (PID) byte.  The PID is actually 4 bits; the byte consists of the 4-bit PID followed by its bitwise complement.  This redundancy helps detect errors. 

Handshake packets

Handshake packets consist of nothing but a PID byte, and are generally sent in response to data packets.  The three basic types are ACK, indicating that data was successfully received, NAK, indicating that the data cannot be received at this time and should be retried, and STALL, indicating that the device has an error and will never be able to successfully transfer data until some corrective action (such as device initialization) is performed.  USB 2.0 added two additional handshake packets, NYET which indicates that a split transaction is not yet complete.  A NYET packet is also used to tell the host that the receiver has accepted a data packet, but cannot accept any more due to buffers being full.  The host will then send PING packets and will continue with data packets once the device ACK's the PING.  The other packet added was the ERR handshake to indicate that a split transaction failed.  The only handshake packet the USB host may generate is ACK.  If it is not ready to receive data, it should not instruct a device to send any.

Token packets

Token packets consist of a PID byte followed by 2 payload bytes: 11 bits of address and a 5-bit CRC. Tokens are only sent by the host, never a device.  IN and OUT tokens contain a 7-bit device number and 4-bit function number (for multifunction devices) and command the device to transmit DATAx packets, or receive the following DATAx packets, respectively.  An IN token expects a response from a device.  The response may be a NAK or STALL response, or a DATAx frame.  In the latter case, the host issues an ACK handshake if appropriate.  An OUT token is followed immediately by a DATAx frame.  The device responds with ACK, NAK, NYET, or STALL, as appropriate.  SETUP operates much like an OUT token, but is used for initial device setup.  It is followed by an 8-byte DATA0 frame with a standardized format.  Every millisecond (12000 full-bandwidth bit times), the USB host transmits a special SOF (start of frame) token, containing an 11-bit incrementing frame number in place of a device address.  This is used to synchronize isochronous data flows.  

Data packets

A data packet consists of the PID followed by 0–1023 bytes of data payload (up to 1024 in high bandwidth, at most 8 at low bandwidth), and a 16-bit CRC.  There are two basic data packets, DATA0 and DATA1.  They must always be preceded by an address token, and are usually followed by a handshake token from the receiver back to the transmitter. The two packet types provide the 1-bit sequence number required by Stop-and-wait ARQ.  If a USB host does not receive a response (such as an ACK) for data it has transmitted, it does not know if the data was received or not; the data might have been lost in transit, or it might have been received but the handshake response was lost.  To solve this problem, the device keeps track of the type of DATAx packet it last accepted. If it receives another DATAx packet of the same type, it is acknowledged but ignored as a duplicate.  Only a DATAx packet of the opposite type is actually received.  When a device is reset with a SETUP packet, it expects an 8-byte DATA0 packet next.
	USB PID bytes

	Type
	PID value
(msb-first)
	Transmitted byte
(lsb-first)
	Name
	Description

	Reserved
	0000
	0000 1111
	

	Token
	1000
	0001 1110
	SPLIT
	High-bandwidth (USB 2.0) split transaction

	
	0100
	0010 1101
	PING
	Check if endpoint can accept data (USB 2.0)

	Special
	1100
	0011 1100
	PRE
	Low-bandwidth USB preamble

	Handshake
	
	
	ERR
	Split transaction error (USB 2.0)

	
	0010
	0100 1011
	ACK
	Data packet accepted

	
	1010
	0101 1010
	NAK
	Data packet not accepted; please retransmit

	
	0110
	0110 1001
	NYET
	Data not ready yet (USB 2.0)

	
	1110
	0111 1000
	STALL
	Transfer impossible; do error recovery

	Token
	0001
	1000 0111
	OUT
	Address for host-to-device transfer

	
	1001
	1001 0110
	IN
	Address for device-to-host transfer

	
	0101
	1010 0101
	SOF
	Start of frame marker (sent each ms)

	
	1101
	1011 0100
	SETUP
	Address for host-to-device control transfer

	Data
	0011
	1100 0011
	DATA0
	Even-numbered data packet

	
	1011
	1101 0010
	DATA1
	Odd-numbered data packet

	
	0111
	1110 0001
	DATA2
	Data packet for high-bandwidth isochronous transfer (USB 2.0)

	
	1111
	1111 0000
	MDATA
	Data packet for high-bandwidth isochronous transfer (USB 2.0)


Figure 4.2 USB PID Bytes data type 
Chapter 5: Conclusion

5.1 Critical Review and reflection
Embarking on this Project has made me learn a great deal about encryption.  In the initial stage, I have no idea on how encryption can be done on the data.  Through resources from the internet, I have managed to learn more about AES standards and algorithm behind the encryption.  It took me some time to understand the mathematical analysis of the algorithm and to implement it into programming codes.  Mathematical computation include matrix and vector calculation and all these have been equipped through the courses which I have already completed in years of studies in UniSIM.  And translating this algorithm into C++ coding has made recapped on my C++ programming skills with I have learned in my first year of studies.  
Initial stage of the project work requires me to do a lot on reading up materials to help me understand more on encryption.  With a Gantt chart to track my progress, I have to allocate my time accordingly for reading up and understand each of the modules which I have broken down the project into, so as not to spend too much time on one task and neglected others.  However there is some delay to the completion of development of C++ codes for encryption due to some underlying technical bugs which I was not aware of.  Through the meet up sessions with my project supervisor, Dr Lim Boon Lum, he was able to give pointers on how I can troubleshoot the bugs, without actually giving me the direct answer.  Thus, I was able to learn from some trial and errors and method of reverse engineering as I keep seeking to resolve the problems encountered.  Through constant guidance and challenges from Dr Lim to improvise on my work done, I was able to absorb more technical values from him, and keep the spirit of constantly seeking improvement in my work going on throughout the course of project work.
Throughout the nine months of project work, I have learnt aplenty, and I have enjoyed the process of planning my project work, doing research, putting research into programming codes and solving technical problems with regards to C++ programming. Overall, my journey of learning through this project work has been fruitful and enriching. 
5.2 Project Management
The project has progressed in according to the timeline set during the Project Proposal.  The following Gantt chart showing the projected timeline and the actual timeline I took to complete individual task.  Due to some bugs encountered during the development of the AES algorithm code phase, there was a lag in completion of the certain task.  However with the guidance from Dr Lim, the bugs were resolved within short time period and the project timeline was followed as closely as possible.
















Figure 5.1 Gantt Chart For monitoring Project Progress

5.3 Future Recommendation

For future improvement, I would suggest a study to explore into AES 512 encryption algorithm as an option, as no relevant information have been found in this area yet, due to AES 256 is considered as a very safe form encryption scheme.  Another area is to explore into other programming language to develop the AES encryption algorithm such as MATLAB and VISUAL C.
A brief theory introduction into Biometric Capturing and USB communication are highlighted in the report, future students might want to explore into creating the actual hardware to capture the Biometric data as a key to combine with the AES encryption engine.
5.4 Summary

The AES 128/192/256 Encryption/Decryption algorithm has been successfully developed and tested using C++ language as the programming platform.  Based on the standards of AES algorithm, we can encrypt a file with the associated key length (128, 192 or 256 bit) and successfully decrypt the file into its original state with the same key.  Any changes to the key during decryption would render the file useless and any attempt to recover the original file would be impossible, thus it is important to maintain the same key for both encryption and decryption.
After a research into the AES algorithm, it is interesting to know that through manipulating the states of the bytes, we can actually encrypt a file into something unreadable, and yet restore it to its original form through reversing the manipulation flow.
This AES algorithm implementation in C++ language can also be used as a standalone encryption tool by itself.  By executing the program on your personal computer, you can encrypt your important data and save it inside your drive with a key known only to the intended user.  In this project architecture, it is embedded into the architecture as a form of driver, to securely encrypt the data with a unique biometric fingerprint key.

References

AES Encryption

[1] http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
[2] Federal Information Processing Standards, Advanced Encryption Standards, (Nov 2001) available at http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
[3]http://www.hoozi.com/Articles/AESEncryption.htm
Biometric Literature Review
[4] Biometric Technology Application Manual, Volume 1, Biometrics Basics, Compiled and Published by National Biometric Security Project 2005
[5] Joshua Smith with Advisor Dr. S. Schuckers, “Improving Usability and Testing Resilience to Spoofing of Liveness Testing Software for Fingerprint Authentication”

, Honors Program Thesis Proposal, March 7th, 2005
[6]A. Juels and M. Sudan, “A Fuzzy Vault Scheme”, Proc. IEEE Int’l. Symp. Inf. Theory, A. Lapidoth and E. Teletar, Eds, 2002.
USB communication Literature Review
[7] http://en.wikipedia.org/wiki/Universal_Serial_Bus
[8]http://www.ganssle.com/articles/usb.htm

Biometric Data (thumbprint)


(key for encrypt/decrypt)





USB serial comms channel





USB serial comms channel





Data decrypted





Data to be retrieved





Data encrypted





Data to be stored





Storage device





(thumbdrives)





Architecture


AES/128/192/256


Encryption


 engine





Computer





(Desktop


/Labtop)





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





a2,1





a3,1





a2,2





a3,2





a2,3





a3,3





b3,0





b2,1





b3,1





b2,2





b3,2





b0,3





b1,3





b2,0





b2,3





b1,2





b1,0





b0,1





b3,3





b0,2





b1,1





b0,0





b2,1





S-Box


Byte substitution





SubBytes





a3,3





a2,3





a3,2





a2,2





a3,1





a2,1





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





a3,2





a2,1





a3,1





a2,0





a3,0





a2,3





a3,3





a2,2





a1,0





a0,3





a1,3





a0,2





a1,2





a1,1





a0,1





a0,0





ShiftRows





No Change





Left shift 1 byte





Left shift 2 bytes





Left shift 3 bytes





Bytes position Before ShiftRows





Bytes position After ShiftRows





a3,3





a2,3





a3,2





a2,2





a3,1





a2,1





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





b3,3





b2,3





b3,2





b2,2





b3,1





b2,1





b3,0





b2,0





b1,3





b0,3





b1,2





b0,2





b1,1





b1,0





b0,1





b0,0





MixColumns





                        


       a(X)





a3,3





a2,3





a3,2





a2,2





a3,1





a2,1





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





k3,3





k2,3





k3,2





k2,2





k3,1





k2,1





k3,0





k2,0





k1,3





k0,3





k1,2





k0,2





k1,1





k1,0





k0,1





k0,0





b3,3





b2,3





b3,2





b2,2





b3,1





b2,1





b3,0





b2,0





b1,3





b0,3





b1,2





b0,2





b1,1





b1,0





b0,1





b0,0





AddRoundKey





Bytes position After InvShiftRows





Bytes position Before InvShiftRows





ShiftRows





a3,0





a2,1





a3,3





a2,0





a3,2





a2,3





a3,1





a2,2





a1,2





a0,3





a1,1





a0,2





a1,0





a1,3





a0,1





a0,0





a3,3





a2,3





a3,2





a2,2





a3,1





a2,1





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





Right shift 3 bytes





Right shift 2 bytes





Right shift 1 byte





No Change





InvSubBytes





Inv S-Box


Byte substitution





b2,1





b3,3





b2,3





b3,2





b2,2





b3,1





b2,1





b3,0





b2,0





b1,3





b0,3





b1,2





b0,2





b1,1





b1,0





b0,1





b0,0





a3,3





a2,3





a3,2





a2,2





a3,1





a2,1





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





                        


       a-1(X)





InvMixColumns





b3,3





b2,3





b3,2





b2,2





b3,1





b2,1





b3,0





b2,0





b1,3





b0,3





b1,2





b0,2





b1,1





b1,0





b0,1





b0,0





a3,3





a2,3





a3,2





a2,2





a3,1





a2,1





a3,0





a2,0





a1,3





a0,3





a1,2





a0,2





a1,1





a1,0





a0,1





a0,0





Projected





Completed





Project report writing and binding





Poster design and preparation for presentation





Development & testing of AES encryption algorithm communication





Literature review / research on AES encryption





Literature review / research on USB serial communication





Literature review/research on Biometric Data capturing





Writing Interim report





Writing Project proposal





May10





Apr10





Mar10





Feb10





Jan10





Dec09





Nov09





Oct09





Aug09





Sep09



























































Jun10





Legend








PAGE  
43

_1330866241.unknown

_1333976785.unknown

_1331465395.unknown

_1318604485.unknown

